HacTtpolika rsyslog ansa nepegaum coo6LEeHUA BHELLHEMY
cepBuCYy NOCPeACTBOM UNixX-coKeTa

1. COBAaﬁTe CKPMIIT, KOTOpBIﬁ 6YAET OTKPBIBATH Hd MPOC/IYIINBdAHHWE COKET W BBITTO/IHATD
AEﬁCTBHH MpHU NMOCTYIVIEHUU COO6H.1€HI/II>1 (eCJII/I KOIipyeTe Ko, TO IIOMHUTE, UTO UMeEeT
3HaueHne KO/JIMueCTBO HpO6€]IOB B HAua’/ie CTpOKI/I):

# cat /usr/local/sbin/mylogparser.py
#!/usr/bin/python3

import socket
import os

import subprocess
import re

# MecTomnoOJIOXEeHME COKeTa
SOCKET PATH = '/var/run/mysyslog.socket'

# Ymassem coOkeT, eCJM OH CymNeEeCTBYEeT
if os.path.exists (SOCKET PATH) :
os.remove (SOCKET PATH)

# CozmaeM coOkKeT
server socket = socket.socket (socket.AF UNIX, socket.SOCK DGRAM)

# TomkJyouaeMcad K CO3IOaHHOMY COKETY
server socket.bind (SOCKET PATH)
os.chmod (SOCKET PATH, 00600)

# Croky Hmxe u mayee Cc byHKUmer print MOXHO pPacKOMMETUPOBATL IJIS OTJIAIKM
#print (£f"Unix DGRAM server listening on {SOCKET PATH}...")

# PeryJsigpHBE BHPaXeHMs jsg o0paboTky CcooOmeHMN

pattern = r"*.*sudo:\s* (\S+)\s*: user NOT in sudoers.*$"
replace = r"\1"
try:

while True:
# Iosyuyaem IaHHBE

data, addr = server socket.recvfrom(1024)
if not data:
break
#print (f"Received from {addr}: {data.decode()}")
# BHUMCIIIEM C [IOMOUILI PEeTyYJIAPHOTO BHPAXEHMUS MVMS II0JIb30BaTeJIsd
buser = re.sub(pattern, replace, data.decode())

#print (f"Bad user is {buser}")

# BanyckaeM KOMaHIy IJisg OJIOKMPOBKM I[10OJIL30BATEJIS

result = subprocess.run(["/bin/passwd", "-1", f"{buser}"],
capture output=True, text=True)

#print (f"Result of locking {buser}: {result}")

# BamyckaeM KOMaHIy IJis 3aBeplleHMs BCexX CEeaHCOB IOJIb30BaTeJisd

result = subprocess.run(["/bin/loginctl", "terminate-user", f"{buser}"],
capture output=True, text=True)

#print (f"Result of processes terminating {buser}: {result}")

except KeyboardInterrupt:
print ("Server stopped.")
finally:
server socket.close()
if os.path.exists (SOCKET PATH) :
os.remove (SOCKET PATH)



2. Co3paiite cy»x0y, KOTOpasi OTKPbIBAeT COKeT:

# cat /etc/systemd/system/mylogparser.service
[Unit]

Description=Run socket parser for messages
Before=rsyslog.service

[Service]

Type=exec
ExecStart=/usr/local/sbin/mylogparser.py
Restart=always

[Install]
WantedBy=multi-user.target

3. OG6HOBHUTe KOHHUrypaLuio systemd ¥ BK/IFOUMTE CEPBUC:

# systemctl daemon-reload

# systemctl enable --now mylogparser.service

Created symlink
'/etc/systemd/system/multi-user.target.wants/mylogparser.service' -
'/etc/systemd/system/mylogparser.service'.

# systemctl status mylogparser.service
® mylogparser.service - Run parser for message recieved from socket

Loaded: loaded (/etc/systemd/system/mylogparser.service; enabled; preset:

Active: active (running) since Wed 2026-02-18 19:28:44 +05; 5s ago

4. Hacrpoiire rsyslog Ha riepesiauy coobijeHu il BHEIIHeH Cy»Kobe:
# cat /etc/rsyslog.d/myparser.conf

CTpPOKM HMWXEe INOKa3BBalT aJibTePHATMBHBIE CIIOCOOB INepelaur COOOMeHMUM
OTO uUepe3 MMEHOBAHHEM KaHaJl (plpe)

:msg, contains, "user NOT in sudoers" |/var/run/mysyslog.pipe
3ro uepes UDP noprt

:msg, contains, "user NOT in sudoers" @127.0.0.1:33333

H o o e e

SModLoad omuxsock

# Cuauasna 3ajaeM MNapaMeTpH IJid CJeOyomero 3a HMMM OeMCTBMUA
SOMUxSockSocket /var/run/mysyslog.socket

# 3aTeM caMmO YCJIOBME ¥ BEI3OB MOIYJid Uepes IBOETOUMI
:msg, contains, "user NOT in sudoers" :omuxsock:

5. TlepesamycTute ciyx0y rsyslog u mpoBepsTe KOPpeKTHOCTb PaboThI CepBHUCa:

# systemctl restart rsyslog.service

# systemctl status rsyslog.service
® rsyslog.service - System Logging Service

Loaded: loaded (/usr/lib/systemd/system/rsyslog.service; enabled; preset:

Active: active (running) since Wed 2026-02-18 19:36:14 +05; 9s ago

# ssh user@::1

user@::1's password:

<...>

user@srvl:~$ sudo -i

[sudo] maposnb InJid user:

user oTcyTcTByeT B ¢danne sudoers.

AIMMHMCTPATOP OBJI ONOBEUWEH 00 3TOM COOBITUM.
user@srvl:~$ Connection to ::1 closed by remote host.
Connection to ::1 closed.

>



MpumeHeHue: [Ina nepekntoyeHns B pexxum UDP 6nok:

# MecCTOIOJIOXEeHME COKeTa
SOCKET PATH = '/var/run/mysyslog.socket'

# YmansgeM COKeT, eCJM OH CYyIeCTByeT
if os.path.exists (SOCKET PATH) :
os.remove (SOCKET PATH)

# Cospmaem coxer
server socket = socket.socket (socket.AF UNIX, socket.SOCK DGRAM)

# TomkjouyaeMcs K CO3IaHHOMY COKeTy
server socket.bind (SOCKET PATH)

Hapgo 3ameHuTb Ha:

# MeCTONOJIOXeHME COoKeTa
SOCKET HOST = '127.0.0.1"
SOCKET PORT = 33333

# CoszmaeMm coOkeT
server_ socket = socket.socket (socket.AF INET, socket.SOCK DGRAM)

# TomkJyouaeMCcs K CO3IaHHOMY COKeTYy
server socket.bind((SOCKET HOST, SOCKET PORT))

[ns ncnonb3oBaHMA MMEHOBAHHbIX KaHaNoB HY>XHO 6y,u,eT Cc0o34aTb 3TOT KaHal u npo4vnTaTtb U3 HEro
OaHHblE!

import os, time
pipe path = "/var/run/mysyslog.pipe" # Specify a path

if not os.path.exists(pipe path):
os.mkfifo(pipe path) # Create the named pipe

<..00>

# UnMTaeM IaHHEE M3 KaHaja:
with open(pipe path, "r") as pipe reader:
data = pipe reader.read()
< .> B
# Clean up the named pipe file (usually done after communication is complete)
os.remove (pipe path)
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