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YuedHolll ueHmp AliTu Kaayo

3HakoMcemBo ¢ Zabbix

cobpeMeHHble MmexHOAOUU NPOCIMBIM F3bIKOM




YUmo makoe Zabbix

Zabbix - aTO pelweHue pacnpeaeneHHOro MOHUTOPUHIA KOPNOPATUBHOIO Kaacca C
OTKPbITbIMW UCXOAHbIMW KOAAMMU.

/ZABBIX




Bo3aMoKHocmu Zabbix

e C60p AaHHDIX
* 'Tubkne onpepeneHmna noporos
* MHOXXecTBO HAaCTpPOEK onoBeLleHnm

* MocTpoeHue rpadpnKoB B pexkxmme
peasibHOro BpemeHu

* BO3MOXXHOCTH BE6-MOHUTOPUHTA

* LinpoKkne BO3MOXKHOCTU BU3yaNn3aumm
* XpaHeHue AaHHbIX UCTOpPUU

* [pocTana HacTpoMKa

* Acnonb3oBaHue WabnoHoB
e CeteBOE OBHapyKeHue

* BbicTpbiN Be6-uTepdpenc

e Zabbix API

* Cuctema npas gocrtyna

* MonHODYHKLUMOHANbHDbIU U N1ETKO
pacwinMpaemblin areHT

* BUHapHbIe AeMOHDbI
* [OTOBHOCTb K C/IOXKHbIM cpedam



Apxumekmypa Zabbix

* CepBep - ueHmpanbHsIl npoyecc npoepaMmHo2o obecrieyeHus Zabbix, Komopbili 8bIMOAHAEM MOHUMOPUHE,
g3aumoodelicmeyem € rMPoKcu u azeHmMamu Zabbix, ebiyucsgem mpuzazepsl, omrnpassasem ornoseuw,eHus,
ueHmpasnbHoe XpaHuauuwe OaHHbIX.

* ba3a AaHHbIX - 8ca UHGOPMALUUA O KOHpuU2Yypauuu, a MakK xe 0aHHble, cobpaHHble Zabbix, xpaHamcsA e b6ase
OQHHBbIX.

* Beb6-uHTEepdeunc - 414 nezko2o docmyna k Zabbix u3 ato6020 mecma u ¢ A06ol naamgpopmel

* [IPOKCMU - npouecc, Komopblili moxcem cobupames OaHHble om umeHu Zabbix cepsepa, nepeHUMas 4acme Ha2py3KuU
cepsepa.

* AreHT - npouecc, paszsopayusaemsoili Ha HabAO0aeMbIX Uesnfax 0419 AKMUBHO020 MOHUMOPUH2A STIOKAbHbIX
pecypcos U npusaoxceHud.



Y3en cetm

[TomoKu daHHbIX

* INeMeHT AaHHbIX

\ 4

Tpurrep

\ 4

OnoselleHue




YuedHolll ueHmp AliTu Kaayo

YemanobBka Zabbix cepBepa

cobpeMeHHble MmexHOAOUU NPOCIMBIM F3bIKOM




CucmeMHole mpedoBarus

Pasmep Kon-Bo |1-|a6mop,aeMb|x Appa
MHCTaNANALUN MEeTPUK CPU/vCPU
ManeHbKan 1 000 2

CpeaHAan 10 000 4
bonbluan 100 000 16

OyeHb 6onbwasa 1 000 000 32

11 meTpuka = 1 anemeHT gaHHbIX + 1 Tpurrep + 1 rpaduk

Mamartb
(rb)

16

64

96

ba3a AaHHbIX

MySQL cepsep, Percona cepsep, MariaDB cepsep,
PostgreSQL

MySQL cepsep, Percona cepsep, MariaDB cepsep,
PostgreSQL

MySQL cepsep, Percona cepsep, MariaDB cepsep,
PostgreSQL, Oracle

MySQL cepsep, Percona cepsep, MariaDB cepsep,
PostgreSQL, Oracle



[Moddepxkubaemolie nramdpop Mol

MNnaatpopma CepBep AreHr AreHT 2
Linux X X X
IBM AIX X X -
FreeBSD X X -
NetBSD X X -
OpenBSD X X -
HP-UX X X -
Mac OS X X X -
Solaris X X -
Windows - X X



Tpedyemoe TTO

* Beb cepBep:
. Apache [MoapobHee Npo cucTemHble TpeboBaHUA:
* Nginx

e Ba3a JaHHbIX https://www.zabbix.com/documentation/6.4/ru/manual/installation/requirements

* MySQL
* PostgreSQL

O4yeHb BaXXHO MMETb TOYHOE CUCTEMHOE BPEMSA Ha cepBepe C 3anyLueHHbIM Zabbix. ntpd - ognH 13
caMblIX NONYNAPHbIX 4EMOHOB CUHXPOHU3aLMM BPEMEHU Y3na C BpeEMEHEM Ha OCTalbHbLIX cepBepax.

HacTtoaTenbHO pekoMeHayeTcsl NoAaepKXnBaTtb CUHXPOHU3NPOBAHHOE BPEMS Ha BCEX CUCTEMAX, Fae
paboTatoT KOMMOHEHTbI Zabbix.



Hacmpolika dpaHomayapa

KomnoHeHT Zabbix Homep nopta NMpoTokon
Zabbix areHT 10050 TCP
Zabbix areHT 2 10050 TCP
Zabbix cepsep 10051 TCP
Zabbix NpoKcH 10051 TCP
/Zabbix Java gateway 10052 TCP
Zabbix Beb-cepBuc 10053 TCP
Zabbix Beb-uHTepdemnc 80 HTTP
443 HTTPS

Zabbix Tpannep 10051 TCP

OTN HOMepPa NOPTOB AO0SKHbI ObITb OTKPLITHI B ODpaHaMayape, 4Tobbl noakntodeHna Zabbix Obinm paspeLlleHbl.
Ncxopawme TCP nogkrnioyYeHnsa o0bIYHO He TPeDYIOT ABHbIX HAaCcTPoek bpaHamayapa.



Hacmpotika SELinux

Ona RHEL 7 (n 6onee no3aHux Bepcun), Almalinux, CentOS Stream, Oracle Linux, Rocky Linux 8 (n 6onee no3aHmx
BEpPCUN):

* setsebool -P httpd can connect zabbix on

Ecam poctyn K 6a3e gaHHbIX ocywectsnaetca no cetu (B Tom yncne yepes localhost ana PostgreSQL), Tak:ke pa3peluunte
Beb-uHTepdeuncy Zabbix nogkntouyeHme kK 6a3e AaHHbIX:

* setsebool -P httpd can network connect db on

Ona RHEL po Bepcun 7:

* setsebool -P httpd can network connect on

* setsebool -P zabbix can network on

[Mocne npumeHeHus HacTpoek SELinux nepe3anyctute Apache:

* systemctl restart httpd

[Mpu KenaHmm MoXKHO ycTaHOBUTb NakeT zabbix-selinux-policy 13 opnumanbHoro penosmtopua Zabbix. 3To nakeT
npeaoCcTaBNAETCA ANA BCEX NOAAEPHKNBAEMbIX BEPCUN ONEPaLMOHHbBIX CUCTEM, YTODObI YNIPOCTUTb PA3BEPTbIBAHME
Zabbix n npegotBpaTnTb OTKAOUeHMe SELinux nonb3oBaTenamm U3-3a CJI0OKHOCTU HAaCTPOWUKMN.



Botdop Bapuarma ycmaroBku

CkKauaTb U yCTaHOBUTbL Zabbix

[MakeTbl
Zabbix

Download and
install Zabbix
for free

Zabbix
Cloud

Available with

o

a 5-day free trial

Ob6nayHble

obpasbl
Zabbix

Run Zabbix on
third-party cloud
platforms

KoHTenHepbl
Zabbix

Deploy Zabbix
components from
official Zabbix

containers

[ oTOBOC

pelLueHune
Zabbix

Run Zabbix from
a pre-configured
Zabbix virtual

appliance

McxogHblia
kon Zabbix

Download the
Zabbix source

code

AreHThbl
Zabbix

Download Zabbix
agent for Unix-like
and Windows

environments




OdHoBreHUe Zabbix Mexdy mMaxxopHoiMu Bepcuamu

1. OcraHosute npoueccbl Zabbix

systemctl stop zabbix-server zabbix-proxy zabbix-agent zabbix-agent2

2. Caenante pesepsHYO Konuto 6a3bl AaHHbIX Zabbix

3. CaenanTte pesepsHyto Konuto pannos KoHdurypaumm, PHP n 6uHapHbix ¢pamnnos Zabbix
mkdir /opt/zabbix-backup/

cp /etc/zabbix/zabbix_server.conf /opt/zabbix-backup/

cp /etc/apache2/conf-enabled/zabbix.conf /opt/zabbix-backup/

cp -R /usr/share/zabbix/ /opt/zabbix-backup/

cp -R /usr/share/zabbix-* /opt/zabbix-backup/

4. O6HOBUTE NaKeT KOHPUrypauum penosutTopus

rm -Rf /etc/apt/sources.list.d/zabbix.list

wget https://repo.zabbix.com/zabbix/7.0/debian/pool/main/z/zabbix-release/zabbix-release latest+debian12_all.deb
dpkg -i zabbix-release_latest+debian12_all.deb

5. O6HoBMTE KOMNOHEHTbI Zabbix

apt install --only-upgrade zabbix-server-mysql zabbix-frontend-php zabbix-agent

6. MpoBepbTe napameTpbl KOHPUTypaLuuM KOMMNOHEHTOB

7. 3anyctute npoueccobl Zabbix

systemctl start zabbix-server zabbix-proxy zabbix-agent zabbix-agent2

8. Ouncture cookies u Kaw B Beb6-6paysepe



OdHoBreHUe Zabbix Mexxdy MuHopHbIMu Bepcudmu

CHayana obHoBUTE MHPOPMALUIO O PEMO3UTOPUM:
apt update

3aTtem, 4To6bl 0OHOBUTL BCE KOMMOHEHTbI Zabbix, BbinonHuTe:
apt install --only-upgrade 'zabbix™'



[Mpakmudeckoe 3adaHue

BbinonHutb nabopatopHyto paboty Nel — YctaHoBKa Zabbix cepsepa.



YuedHolll ueHmp AliTu Kaayo

MTorb3oBamenu u epynnel noavsoBameneii

cobpeMeHHble MmexHOAOUU NPOCIMBIM F3bIKOM




MpedycmaHoBAeHHble noAb3oBameu

* Admin - Cynep nonb3oBaTenb Zabbix ¢ HeorpaHMYeHHbIMM NpPaBamu AOCTYNa;

* guest - cneymnanbHbIM Nonb3oBaTenb Zabbix. Nonb3oBaTenb '‘guest’ N0 ymonyaHuto aeaktmBmpoBaH. Ecnu Bbl
nobaBuTbL ero B rpynny nonb3oBatenen Guests, Bbl CMOXKeTe NoAY4YUTb A0CTYN K CTPAaHMLUAM MOHUTOPUHIA B Zabbix
6e3 HeobxoammocTun Bxoaa B cuctemy. Obpatnute BHUMaAHKUE, YTO MO YMONYAHUIO NONb30BaTeNb 'guest' He nmeet
HMKAKMX NpaB AocTyna K obbeKkTam B Zabbix.



Tunel noAbzoBameneit

* [los1b308aMesb - N0 YMO/TYAHUIO UMEET OrpaHMYeHHbIM AOCTYN K pa3aenam MeHI0 U He MUMeeT A0CTyna K
pecypcam.

* AOMUHUCMPAMOop - UMeEeT HEMNOTHbIN AOCTYN K pa3aenam MmeHto. 1o yMmoa4yaHMIo He MMeeT AOCTyNa K rpynnam
Y3/10B CETH.

* CyrnepaOMuHUCMPamMop - UMeeT AO0CTYN KO BCem paszenam meHio. Umeet gocTyn ¢ NnpaBom YTeHus/3anmcum Ko
BCEM rpynnam y3/108 ceTun 1 Wwab/10HOB.



PoAu noAb3soBameneit

* Ponn nonb3oBaTenein No3BOASIOT N0 HEOOXOAMMOCTN U3MEHATbL NpaBa A0CTyNna, onpeaesieHHble TUNOM
nonb3osartens. [paBa AocTyna Henb3a 4006aBUTb CBEPX YCTAaHOB/IEHHbIX AJ/1 TUMNAa NOAb30BaTeNA, HO MOXHO
O0TO3BaTb KaKMe-TO U3 HUX.

* TaKk»Ke poab No/Ib30BaTENA onpeaensaeT A4OCTYN He TONbKO K pa3aenam MeHK, HO U K ycayram, Moaynam, Metogam
APl n pa3nnyHbim aencTBuam B Beb-uHTepdemce.



Mpynnbl noavszobameneii

* [pynnbl nonb3oBaTener NO03BONAIOT FPYNNMPOBATb NO/b30BaTE/IEN ANA OPraHU3aALMOHHbIX Lesien u Ans
Ha3Ha4YeHMUA NpaB AocTyna K AaHHbIM. [TpaBa goctyna K Habatogaembim AaHHbIM TPy Y3/10B CETU Ha3Ha4YaloTCcA Ha
rpynnbl Noanb3oBaTeNen, a He MHAMBUAYaAbHO NO/b30BATE/SAM.

* [lonb3oBaTe/Ib MOMKET BXOAUTb B 1t1060e KoNM4YecTBO rpynmn.



OnoBeweHusa noAvzoBamencein

e 1na Toro, 4tobbl UMETb BO3MOKHOCTb MOYy4YaTb ONOBELWEHMNA — HEOOXOANMMO X BKNOUYUTL B «OnoBeLweHmna» -
«Cnocobbl onoseLleHNnn»

. Discord Webhook [eakTusnpoeaHo
[\ OnoseuweHns | :
fleicTom Email Emai
I Cnocobul onoBeLweHni
Email (HTML) Emai [leakTMenpoBaHo

CKpUnTLI

* YT06bI NONb30BaTENb NOYYA/1 ONOBELLEHMA MO KOHKPETHOMY cnocoby onoselleHusa, Heobxoanmo B npoduie
3TOro NoJib30BaTe Il YKa3aTb KaHan CBA3M AJ1 3TOro cnocoba onoselueHmna. Hanpmumep, AencTBue, KOTopoe
oTnpasBaseT coobuweHmna noablosartento "Admin" ¢ ncnonb3oBaHnem Bebxyka "X", Bceraa byaet coobwatb 06
OLIMOKe oTNpaBKKU, ecnm B Npoduaie NoNb3oBaTeNna He YKa3aH KaHan cBA3u ana Bebxyka "X'.

Monb3oBarenn

Monb3oBatens  OnosewleHnn Mpasa gocTyna

OnogeLeHuna '
Email admin@zabbix.ru 1-7,00:00-24:00 [l n [C 1B AKTHE 10 M3meHuTs Yganutt

NobasuTb

O6HOBUTL OTMmexa




[Mpakmudeckoe 3adaHue

BbinonHUTb nabopatopHyto paboty Ne2 — Co3gaHue 1 HacTPOMKa No/sib3oBaTenen.



YuedHolll ueHmp AliTu Kaayo

Y3Abl cemu u epynnol Yyaao8 cemu

cobpeMeHHble MmexHOAOUU NPOCIMBIM F3bIKOM




Y3aol cemu u epynnoel Yysrob cemu

Host

Host IPMI  Tags

* Host name
Wisible name

Templates

* Host groups

Interfaces

Description

Macros 5 Inventory @  Encryption  Value mapping
Labbix server
MName Action
Linux by Zabbix agent Unlink Unlink and clear

Zabbix server health

Unlink Unlink and clear

Zabbix servers X

Type IP address

DMS name

|
|

Agent | 127.0.0.1

SMNMP | 127.0.0.1

b

Aad

Monitored by proxy

(noproxy) v

Enabled



NHBeHmapusauus

* PyyHOM pexkum
* ABTOMAaTUYECKNIN PEXUM

* leakTUBUPOBAHO



MaccoBoe 00HOBAEHUE

Mass update

Host IPMI Tags Macros  Inventory  Encryption  Value mapping

Link templates |+| Replace | Unlink

|se|ec:t|

Clear when unlinking

Host groups |+| BREGGMM Replace | Remove

|se|ec:t|

Description | | Original
Monitored by proxy | | Original

Status | | Original

Update Cancel



LLIadAOHDI

HoBbii WadnoH

Wabnow  Terw

* Mma wabnoua
Buaumoe umA
LWabnousl

* Mpynnel wabnoHos

OnucaHuwe

Makpocel  Npeobpa3oBaHne 3HaueHWH
HaYHMTe NeYyararts ANA NoMcka | Buibparhb |
HauyHWTe Neyatate ANA NoMcKa | BeiGparts |




[Mpakmudeckoe 3adaHue

BbinonHuTb nabopatopHyto paboty Ne3 — Co3aaHume y3na ceTu.



YuedHolll ueHmp AliTu Kaayo

INEMeEHMBI DAHHDBIX

cobpeMeHHble MmexHOAOUU NPOCIMBIM F3bIKOM




INeMEHMBI JaHHbIX

* 31eMeHTbl AAaHHbIX ABNAAIOTCA TEMU CYLLHOCTAMM, KOTOPble COOMPatoT AaHHbIE C Y3/10B CETU.
e Kntoy anemeHTa AaHHbIX — TUN AaHHbIX KOTOPble Mbl cObupaem
* imA Kntova MOXKeT coaeprKaTb B cebe 0-9a-zA-Z_ -.

[Tpumep:
icmpping[<uenb>,<nakeTbl>,<UHTEPBaN>,<pa3mep>,<BpemMa OXNaAaHNA>]
<napameTtpl> - He obA3aTeneH, Npn NCNONb30BAHUM KNtOYA

napameTp2 - obsA3ateneH Npu UCNONb30BAHUM KAtOYa

I—F[ K09 ]TCD—[ napaMeTps ]—@71-
' }- .|




UHTepBan
10

60

MepeMeHHble uHmepBanol

MNMepuogp,
1-5,09:00-18:00

1-7,00:00-7:00
7-7,00:00-24:00

1-7,12:00-12:01

OnucaHue

dnemeHT AaHHbIX byaeT onpalimMBaTbCs KaXkable
10 ceKyHpA, B TeyeHMe paboyero BpemeHu.

dNeMeHT AaHHbIX He byaeT onpawmnBaTbCca B
TeYeHne HouM.

DNeMeHT AaHHbIX He 6y,c|,eT onpawmeaTbCA NO
BOCKpeCeHbAM.

3NeMeHT AaHHbIX byaeTt onpolueH poBHo B 12:00
KaxAabin geHb. ObpaTtnte BHUMaHMNE, YTO TAKOMU
dOopMaT UCNONb30BaANCA KaK 0O6XoaHOM NyTb NpPWU
onpoce No pacnucaHuto, U, HaumHasa ¢ Zabbix
3.0, peKomeHAayeTcA NCMOob30BaTb UHTEPBAbI
MO pacnUcaHuIo ANA TaKUX NPOBEPOK.



UHmepbarel no pacnucaruro

Mpedukc OnucaHue
md [OHn mecauya
wd [OHu Hepenu
h Yacol
m MWHYTbI
S CeKyHApbl
UHTepBan
mO0-59
h9-17/2

mO0,30 nan m/30
m0,5,10,15,20,25,30,35,40,45,50,55 nan m/5
wd1-5h9

wd1-5h9-18

h9,10,11 nan h9-11

md1h9m30

mdlwd1h9m30

h9m/30

<om> <d0o>
1-31 1-31
1-7 1-7
0-23 0-23
0-59 0-59
0-59 0-59

Korga BbinonHaetca

KaXaYyt MUHYTY

Kaxable 2 yaca, Ha4ymHaa ¢ 9:00 (9:00, 11:00 ...)

Kaxkabin yac B 44:00 mn yy:30

KaXgble NATb MUHYT

Ka*KablM AeHb € noHeaenbHMKa no MatHmnuy B 9:00

Ka*kablM AeHb ¢ noHeaenbHUK no MatHunuy B 9:00,10:00,...,18:00

Kaxkabin aeHb B 9:00, 10:00 1 11:00

Ka)XJo0e rnepsoe YMcao Kaxgoro mecaua 8 9:30

KaX[oe nepBoe YMcno Kaxkaoro mecaua B 9:30, ecam 3TOT AeHb NOHeAe/IbHUK

Kaxkabin aeHb B 9:00, 9:30



Tunbl aAeMeHMOB daHHbBIX

e Zabbix areHT

* SNMP areHT

* SNMP Tpanbl

* [lpoBepku IPMI

* [IpocTble NnpoBepKu

* MOHUTOPUHT dannoB KypHaNOoB
* Bbluncnaemblie afiemMeHTbl AaHHbIX
* BHyTpeHHMne NpoBepKu

* [lpoBepKun yepes SSH

* [poBepKn Yyepes Telnet

* HTTP areHT

* BHeWHMe NpoBepKu

* CKpUnNTOBbIE 3/1IeMEHTbI AAHHbIX



[ToAb3oBamenbckue napamempbl

1) HacTtponKa ¢panna KoHdpurypaumm areHTa (zabbix_agent2.conf nnm zabbix_agentd.conf):

UserParameter=kntou4[*],KomaHga_wnnm_cKpunt

[Tpumep:
UserParameter=system.custom.metric,/etc/zabbix/scripts/custom_monitor.sh

CopepkaHue /etc/zabbix/scripts/custom_monitor.sh:
#!/bin/bash
# NpoBepKa AOCTYNHOCTU CepBMUCa
if systemctl is-active --quiet nginx; then
echo 1
else
echo O

fi



MToAb3oBamenbckue napamempol (npodorxeHue)

2) MNMepe3arpy3Ka areHTa
sudo systemctl restart zabbix-agent.service

3) Co3gaHne anemeHTa AaHHbIX

HoBbLIN 3NeMeHT JaHHbIX

JNeMeHT AadHelx Tern  [pepobpaboTra

*MmAa | Mpoeepka cTaTyca cepenca Main
Tun | Zabbhix areHT hd
* Knioy | systemn.custorn.metric Brifipate

Tun vHdopmaum | Yucnoeo# (UENOE NONOHMTENLHOE) W



NenoabsobBaHue Zabbix azeHma

e Zabbix areHT
* 3TN NPOBEPKM UCNONb3YIOT 0buieHne ¢ Zabbix areHTom ana cbopa AaHHbIX.
e CyWwecTBYOT MNaCCMBHbIE U aKTMBHbIE NPOBePKU. [Tpn HAaCTPOMKE 3NeMeHTa AaHHbIX, Bbl MOXeTe BblbpaTb Tpebyembli TUN:
e Zabbix azeHmM - AnA NacCUBHbIX MPOBEPOK
e Zabbix azeHm (akmusHsbil) - AN aKTUBHbIX MPOBEPOK



Maccubrole npobepku

*[laccnBHas NpoBepKa - 3TO NPOCTON 3aMNPOC AaHHbIX.

s Zabbix cepBep nnm npoKkcu 3anpatwimsaeT AaHHble (Hanpumep, CPU load) n Zabbix areHT oTnpasasaeT
pe3ynbTaT NPoBepPKN o0bpaTHO cepBepy (NpoKcK).

*HacTpoKKa y3na cetu B Beb-uHtepdemce:
**HacTtpoiKa > Y3nbl cetnt > {host} > IP/DNS nHtepdeiica n Nopt

MHTEpDEHCHI
AreHT  127.0.01 Zabbix-agent P 10050 ®
*zabbix_agentd.conf:
**Server=IP/DNS
*Hanpumep: Server=127.0.0.1,192.168.1.0/24,::1,2001:db8::/32,example.com

s lononHUTEeNbHO: NopT no ymonvaHuto (TCP/10050) MOXKHO U3MEHUTb B HAaCTPoMKax daina KoHpuUrypaumm
areHTa:

*Hanpumep: ListenPort=10050



Maccubrole npobepku

OZabbix Server
Communicatog

o ....................... SO B ? Request Oseregneseccscese , zabbix_agentd.conf
/:\ Server=<|P/DNS>

Listening port

0.75 :
Sscesssessesadens O zabbix_agentd

collects metric



MoBedeHue Zabbix cepbepa 6 3a6ucumocmu om pesyrbmama npobepku

e Cnepyrowme HaCTPOMKKM onpeaensatoT, Kak Zabbix cepsep gonxeH Bectn cebsa, koraa nposepKy (Zabbix, SNMP,
IPMI, JMX) He BO3MOXHO BbINOJHUTb, U cepBep/yCTPOMNCTBO HEeAOCTYMHO.

al=J=" M IAF 7 _.l,l'._. X bb.
NoseaeHue Zabbis Zabbix A Agent
(1 ] .
AreHTckas npose BOEBpPEMEHHLE
| : Server
. Heypa4dHas npoBepka LDA
LAt eTu, TanMayT). Y3en cetu noMeyaeTcs Kak (2] >
‘:\ﬁ 4 — ‘;‘.'/ ,fl
LDA

HGAOCTM)KMMbIﬁ ey



Hacmpoliku HedocmuXumocmu u HedoCmymnHocmu

3 - UnreachableDelay

e KaK 4acTo HeAOCTUKMMbIN y3en ceTn byaeT nepenpoBepsaTbCA OAHUM U3 3/IEMEHTOB AaHHbIX COOTBETCTBYHOLLLEro
TMna (15 cekyHp).

5 - UnreachablePeriod

e O6LaA NPOAO/IKNTE/IBHOCTb NEPUOAA HEAOCTUKMMOCTH (45 cekyHA).

[loBegeHmne Zabbix: Zabbix & > Agent

-

| AreHTCKan NnpoBepka co cBoeBpeMeHHbIM OTBETOM Server

7 UHaevnasuwunao N~ O , = \

Z M C‘“‘.'_‘S,Ci UHaA N }_: OBepKa
{ o~ 2 - p

L\ Vi

Y3en cety NnoMeYaeTCHd Kak

4 neyaa4Has rnpoeepka - == S :

- TUWXNMOCTW 45 CeKyH/ @

> llepwog HepocTy =Y A
Y3en ceT NoMeYaeTCs Kak HeAoCTYNHbIW - o .

6 60 cekyHA A0 CneaytoLlei NPoBepPKX (6)

T Uasvinns g = aTal=T=lal s
/ e Y&a YHa\ n }-- OBepKd

8 AreHTcKas NpoBepKa Co CBOeBpeMeHHbIM OTBeTQM

Y3en ceTy NoMe4aeTcs Kak fOCTYMNHbIN



Hacmpoliku HedocmuXumocmu u HedoCmymnHocmu

5 — Korpa UnreachablePeriod 3akoHumMAnCcA, HO y3en ceTu Tak U He OTBETUN — OH NOMEYAETCA KaK HeAOCTYMNHbIN
6 - UnavailableDelay

* KaK yacTto y3ena cetu nposepaeTcd, Koraga oH B COCTOAHUN HeAOCTYNHOCTMW.

[ToseaeHne Zabbix: Zabbix o = Agent

| AreHTCcKas NpoBepka Co CBoeBpeMeHHbIM OTBETOM Server

2 HeypadHas nposepka m

(owmbka ceTw, TarmayT). Y3en ceTn NnoMe4aeTcs Kak : @ ) 1
HEeAO0CTVKNMbIW m (2] P » e
3 ] c) e B i ~ CAD R § 9 >

3 15 cekyHa Ao cneayroLleil NPoOBEPKN : o

a 18 : >

4 Heyaa4yHasa NpoBepka 9 ............................. ;

5 lNepwoa HeAOCTUXKMNMOCTU 45 CcekyHA 6

Y3en ceTy NoMeYaeTcs Kak HefOCTYNHbIN ZBX (7] >

6 60 cexkyHA A0 CneayoLer NPOBEPKU (6]

/ Heypaa4Haa npoBepka

8 AreHTCKas NpoBepKa co CBOeBpeMeHHbIM o*reemg-!w

Y3en cetm NnoMeYaeTcs Kak AOCTYMHbIN



OcHOBHble KAFOUU IAEMEHMOB daHHbIX

06,1aCTb MOHUTOPUHTA NMpeanaraemMsliia KoY

IM#A y3na ceTn system.hostname[<type>]

[loctynHoCTb agent.ping

YpaneHHble cny>kbbl net.tcp.service[service,<ip>,<port>]
[Ipouecchl proc.num[<name>,<user><state><cmdline>]
[locTtynHoe mecTo Ha gucke vfs.fs.size[fs, <mode>]

KonnyecTBo 0bbLeKTOB B Nanke vis.dir.count[dir]

CeTb net.if.in/out/total[interface]

[loctynHaa namATb vim.memory.size[<mode>]

3arpy3ska CPU (Unix) system.cpu.load[<cpu><mode>]

Yrunusaumsa CPU (Win) system.cpu.util[<cpu><type><mode>]



AkmubHole npobepku

*AKTUBHbIE NPOBEPKN TPebyoT bonee coKHOM 0bpaboTKN.

** ATeHT nosiy4yaeT CMUCOK 3/1IeMeHTOB AiaHHbIX OT Zabbix cepsepa ana cbopa AaHHbIX:
*[1pn cTapTe areHTa
*Kaxgble 120 cekyHA

s*epnogmnyeckm NnakeTHoO oTnpas/isieT cobpaHHblie 3HaYeHUs cepBepy:
*Kaxapbie 5 cekyHa u ounuiaet bydep
*Korga 6ydep 3anonHeH (ecnm ato cnyumntbes bbicTpee, yem 3a 5 cekyHA)
*JloKka/IbHOE BPEMSA UCNO/Ib3yeTca AJ11 METKU BpemMeHU COBPaHHbIX 3HAYEHUI

*MoxeT bydpepunsnposaTb AaHHbIE B NAaMATU NPU OTCYTCTBUM CBA3MU:

*[To ymon4yaHuto pasmep 6ydepa — 100 3HaueHn Zabbix cepBep nam npokcm 3anpalinBaEeT AaHHbIe
(Hanpumep, CPU load) n Zabbix areHT oTnpaBaseT pe3yabTaT NPoBepPKM 06paTHO cepBepy (NpoKcu).



AkmubHole npobepku — nomok JdaHHbIX

Communicatog
evsrncasssansopal O Request conﬁguration (...............: D Active agent
QZabbix Server cesssnesasd ReSPONSE O reveess pessnssncsanes . : =
: 5 : : zabbix_agentd.conf
: l List of checks | : :
- : ServerActive=<IP/DNS>
: : Hostname=<hostname>
L istening pont S # RefreshActiveChecks=120
e Ve A : # BufferSize=100
: : # BufferSend=5
2 : :
waaeans : 9 zabbix_agentd
- ~
inwe Collects metric
A S O Data sendin% Gerrrnnnnnarisinrnnnsnnsnnnnnnns Y1y, Buffer (RAM)

CPU Load



AkmubHrole npobepku Hacmpoliku

HacTponKku y3na cetn B Beb-uHTepdemnce:
s*HacTtpoinku > Y3nbl cetn > {host}

e ABHO ycTaHOBAEHO: «MMa y3na ceTn» = student-XX

zabbix_agentd.conf
ServerActive=<IP/DNS>

Hostname=student-XX

#Hostnameltem=system.hostname

ABTOMAaTUYECKMN UCMONb3yeT system.hostname, ecain oba napameTpa He 3a4aHbil.

Hostname
™

N

EChn HeT

Hosthnameltem

L

\

EChn HeT

system.hostname

N

%




MaccuBrole vs akmubHole npobBepku

MaccuBHble (polling)
AKTUBHbIe (trapping)

D Passive agent

£
oo .
- bb td.conf
= Zabb|x server Zabbix_agenta.con
=
l Poller O-- Listening port
'...........) 100S0VTCP
Trapper
Listening port
10051/TCP (eeresescscscscssssssssssscscsssnsssnssssssssssssssns O DActlve agent
£
zabbix_agentd.conf
ServerActive=<|P/DNS>

Hostname=z<hostname>



Zabbix get

zabbix_get — 3TO yTMANTA KOMAHOHOM CTPOKU, KOTOPasa UCNOAb3yeTcA ANA NONYYEeHUA AaHHbIX OT areHTa Zabbix.

CUHTAKCUC:

zabbix_get -s umsa-y3na-cemu-unu-IP [-p Homep-nopma] [-| IP-adpec] [-t maltm-aym] -k Karou-anemeHma-0aHHbIX

[Tpumenp:
zabbix_get -s 127.0.0.1 -p 10050 -k "system.cpu.load[all,avg1]”



Zabbix sender

zabbix_sender — 370 yTMAMTa KOMaHAHOW CTPOKM ANA OTNPaBKM 3HAYEHUU MOHUTOPUHra Ha Zabbix cepBep nau
Zabbix npokcn. Ha Zabbix cepsepe aonxeH bbiTb CO34aH 3n1eMeHT AaHHbIX TUNa Zabbix Tpannep ¢ COOTBETCTBYOLMM
K/IIO4YOM.

CUHTAKCUC:

zabbix_sender [-v] -z cepsep [-p nopm] [-| IP-adpec] [-t maum-aym] -s y3en-cemu -k Knroy -0 3HayeHue

[Tpumep:

zabbix_sender -z <IP agpec cepsepa> -p 10051 -s "New host" -k trap -o "rectosoe 3HaueHune"



ltem

Tags

Zabbix trapper

Preprocessing

* Name

Type

“ Key

Type of information

* History

Allowed hosts

Populates host inventory field

Description

Enabled

Trapper item
Zabbix trapper W
trap
Text v
Do not store Store up to JEEATs
-Mone- w

EH
=
¥y ]

Cance|

(W]
[ &}

it



[Mpakmudeckoe 3adaHue

BbinonHUTb nabopaTopHble paboTbi:

Nod — be3areHTHbIM MOHUTOPUHT — NPOCTbIE NPOBEPKU
No5 — YctaHoBKa 1 HacTponKa areHta Ha OC Windows
No6 — YcTaHOBKa U HacTpoMKa areHTa Ha OC GNU/Linux
No/ — [1laccCMBHble NPOBEpPKU

No8 — AKTUBHbIE NPOBEPKU

No9 — AkTusHble npoBepkn Windows



YuedHolll ueHmp AliTu Kaayo

Tpuezepol

cobpeMeHHble MmexHOAOUU NPOCIMBIM F3bIKOM




Tpuzzepol - Od30p

Tpurrepsbl - 3TO N0rnYeckre BbipaxeHus, KOTOpPble «OLIeHNBAKT» CO6PaHHbIe
NaHHbIe.

“-[peacTaBnaroT TekyLlee COCTOAHUE CUCTEMBI.

“-103BONAKOT OnpejenTb NOpPoroBoe 3Ha4yeHMs (Kakoe COCTOAHME JaHHbIX MOXHO CHUTaTb
npuemMnemMbiM , a Kakoe HeT).

M- Tpurrep MoXeT HaxoAUTbCA B OAHOM U3 ABYX CTaTyCOB:.

OK HopManbHoe COCToOAHWE TpUrrepa
MPOBJIEMA [Mpou3zoLwwno 4yto-To Tpebyruiee BHUMaHUA

+~Korga Tpurrep MeHsieT CoCTofHMe — COo3JaeTcs HOBOe CobbITHe.
+~Ecnu Tpurrep nepexoaut B coctosHue NMPOBJIEMA, 3T0 TakXKe Ha3biBaeTcs — «cpaboTany».

+CocToAHME TpUrrepa (BbipaXeHue) nepecunThiBaeTca KaXablil pas, koraa Zabbix cepsep
nosly4aeT HOBOE 3HaYeHWe 3N1eMEHTa AaHHbIX, KOTOPbI Y4acTBYET B BblpaXeHU M.

#-Tpurrepbl BbIMUCAAKOTCA TONBKO Ha OCHOBaHWUW AaHHbIX UCTOPUW, laHHbIe ANHAMUKM
N3MEHEeHWNIA He y4acTBYHOT.

4+~BO3MOXHO MOCTPOEHNE TPUTTEPHbIX BbIPaXEHW Pa3HOW CTeneHn CI0XHOCTH.



Tpuzzepobl - Hacmpouka

HaCTpOVlKa > ¥Y3nbl ceTn > Tpurrepbl > Co34aTb TpUrrep

“*Name High CPU utilization (over {SCPU.UTIL.CRIT}% for 5m)

Operational data | Current utlization: (ITEM LASTVALUE 1)

Severty  Notclassified  Information [m Average High  Disaster

‘Expression (Template Module Linux CPU by Zabblx
agenttaystam.cpu,util.min(Sm) ) > | SCPU.UTIL.CRIT)

Exprossion construcior

OK avent genaration m Reocovery expression  None

PROBLEM avent goneration mode ERSIGHIEEE Mulliplo

OK ovent closes BRUFSSERERITEE Al problems If tag values malch

Allow manual close
URL

Description  CPU ublization s 100 high. The system might be slow to respond.



M3 u BaxxHocme mpuzzepa

VIMA Tpurrepa

-V\-I'Iop.qepxmsaiorcn MaKpOCbl:
« {HOST.HOST}, {HOST.NAME}, {HOST.CONN}, {HOST.DNS}, {HOST.IP}, {ITEM.VALUE}

* [Nlonb3oBaTtensckune makpocol {$MACRO}

“Hanpumep:
» Cepeep mail.example.com He gocTyneH
» Bblcokas 3arpy3ka CPU Ha db2.example.com
« Cnyx6a "DHCP" (DHCP Client) He 3anyuieHa

+-lVicnonb3oBaHue MaKpOCOB AeNnaeT UMA Tpurrepa AMHaMM4HbIM WU AaeT AOMNOJIHUTENIbHYHO
vmcbopmaumo 06 3anemMeHTax AaHHbIX UK UX 3HaYeHUaX.

OnepaTtuBHbIE AaHHbIE:

+MOXHO 3a/1aTb NPOK3BO/IbHOWN CTPOKOW BMECTe ¢ Makpocamu (MHGOpPMaTUBHO)

+Makpochk! byayT AMHaMUYeCcKy packpbiBaTbCa B TeKyLue AaHHble B MOHUTOPWHT >
[Mpobnembl

ECnun He HacTpoeHo, byayT oTobpaxaTbCa NnocieaHne 3Ha4eHUsA No KaxaoMy 31eMeHTY
AAaHHbIX 13 BblpaXXeHna TpUrrepa

BaXHOCTb Tpm rrepa: Severity = Not classified = Information @ Waming @ Average - Disaster



Tpuezepbl — cuHmakcuc BoipaxeHus
YNpOLLEHHO BbIpa)XXeHUe Tpurrepa MOXHo NpeacTtaBuTb B crieayowemM BUae:
doyHKUMA(/y3en ceTu/knod,napameTp)<oneparop>
Hanpumep:
min(/Zabbix server/net.if.in[eth0,bytes],5m)>
dyHkymm: min(), max(), avg(), last(), diff(), count(), delta() n mHorne gpyrue
Onepartopsbl: -, *, /, +, <, <=, >, >=, =, <>, and, not, or
[TapameTpbi:
sum(/y3en cetun/knto4,10m) - Cymma 3HaydeHum 3a nocnegHue 10 MUHYT.

sum(/y3en cetu/knto4,#10) - Cymma nocnegHux OecAaTn 3Ha4EeHUN.

Caosur no BpemeHu: avg(/ysen cetu/kntod,1h:now-1d)



Tpuezepbl — npuMepobil

last(/Zabbix server/system.cpu.load[all,avgl])>5
last(/www.example.com/system.cpu.load[all,avgl])>5 or min(/www.example.com/system.cpu.load[all,avg1],10m)>2
last(/www.example.com/vfs.file.cksum[/etc/passwd],#1)<>last(/www.example.com/vfs.file.cksum|/etc/passwd],#2)

min(/www.example.com/net.if.in[eth0,bytes],5m)>100K



YybecmbumeroHocme mpuzeepob

10m MPOBJIEMA
12.5

10

7.5

28

0
10:00 10:05 10:10 10:15 10:20 10:25 10:30 10:35 10:40 10:45 10:50 10:55 11:00 11:05 11:10

{server:system.cpu.load.min(10m)} > 5



BoipaxeHue mpuzeepa

Bblpax(eHwe Tpurrepa MOXHO AO6aBV|Tb NWin N3MeHUTb.
+Bpy4yHyo (HabpaTb COOTBETCTBYHOLLI TEKCT B None BbipaxeHue)

* Expression | {Training-VM-XX:system.cpu.load.min(#3) }>{SCPU.LOAD.WARNING}

+~py NoMoLLW NOMOLLHKKa (Haxas KHoMKy «/106aBUTb»)

Condition

*ftem  student-XX: CPU load Select
Function last() - Last (most recent) T value
Last of (T) Count
Time shift Time

‘Result > ~| 1

A

Add




BoipaxeHue mpuzeepa

«KOHCTPYKTOP BbipaXXeHWUsA» MOXET NOMOY4b NPV Co34aHNU 6onee CNOXHbIX
YCNOBUIA

* Problem expression Edit Insert exprassion

And Or Replace

AorB
Target CXpression Achon info
v Or Remove
A (Training-VM-XX:net.if.infethOLlast()}>10 Remove
B (Training-VM-XX:net.if.outjeth0].last{}}> 10 Remove

Test

ynpouiaet pa6oty ¢ /WU cueHapusamm

NCnonb3ynTe CKOBKK, YTOBbI He HapyLUUTb NOTUKWN:
+ (A or B)and (C or D)



Tpuzeepbl — mecmupobarue BoipaxeHuil

YKaxuTte npumepsbl 3Ha4YeHuUn, YTobbI yBUAETb Pe3y/ibTaT BblpaXeHWA N €70

Test
Testdaa Expression Variable Elements Result type
{Training-VM-XX:net.if. injeth0] Jast({)} Numeric (integer)
o N—y- {Traning-VM-XX:neLil outfeth0] last()} Numeric (integer)
| — - "N
TBSt > Result Exprassion
R Or

A {Training-VM-XX:net it in[eth0] last{)}>10
B {Training-VM-XOX:net il outjeth0] last()}>10
AorB

+BbipaxeHue sepHO (TRUE) / owunbo4yHo (FALSE)

Value

P

"

Result

TRUE
FALSE

TRUE

TRUE

1;6"(” ‘

PROBLEM

Value

KResult
FALSE
FALSE

FALSE

FALSE

I

OK

R

+CoCcTosiHUe Tpurrepa nepenjet B «[1pobnemas», ecin KOHeYHbI pesynbtaT byaet TRUE.



Tpuezepol — zeHepauyusd OK codbimug

“-BbipaxeHune:
« CobbiTne OK reHepupyeTcs Ha oCHOBe BblpaxeHus npobnems! (TRUE->FALSE).
* Expression {(Training-VM-XX:system.cpu.load.min(#3))>5 Add
Expression constructor

OK event generation ERSICCEULEE Recovery expression  None

“-BblpaXeHne BOCCTaHOBNEHUS:

« CobbiTwe OK reHepupyeTtcs, ecav BbiNonHeHbl 06a ycnoBus:
+ BbipaxeHue npobaembl He BepHoO (FALSE)
- BblpaxeHue BOCCTaHOBNeHUS BepHO (TRUE)

* Problem expression | {Training-VM-XX:system.cpu.load.min(#3) }>5 Add

Expression constructor

OK event generation  Expression None

* Recovery expression {Training-VM-XX:system.cpu.load.min(#3) )<=l Add

Expression constructor

“-HeT: B 3TOM Uly4ae Tpurrep HUKora caMoCcToaTeNlbHO He CMeHUT cocTosHue Ha OK.



Tpuezepbl — 2eHepauus 2eHepauuu codblmuii TIPOBAEMA

PROBLEM event generation mode Multiple

O ANHOYHaA:
« Korga Tpurrep nepexoaut B coctosiHue «[1pobnemar, reHepupyeTcsa 04HO cobbiTue.
Time v Recovery ime  Stalus inflo Host Frablem = Saventy Operational gata  Duration Ack  Actions
18:11:26 » PROBLEM Training-VM-XX _2.33-'2.18 im36s No
W MHOXEeCTBEHHbI:
. Ka%KAbIVl pas, Korja Tpurrep nepec4ymnTbiBaeTcsa B cocToaHune «[pobnema» reHepupyeTcs HOBoOe
COObITHUE.

- [Mone3Ho ANS MOHUTOPWHIa NOTOB, XYpPHana cobbiTuil uan ans SNMP Tpanos.

Timo v Recovery lime  Stalus Info Host Problorm » Saverily Oporational data Durabion Ack  Aclions
18:14:46 - PROBLEM Tramnng-VM-XX 24124 6s No
18:14:36 » PROBLEM Traming-VM-XX 2ATIZA 16s No
18:14:26 » PROBLEM Traming-VM-XX 25624 26s No
18:14:16 » PROBLEM Traming-VM-XX 24824 36s No
18:14:06 » PROBLEM Training-VM-XX 21124 46s No




Tpuzzepol — mazu

Tpurrepbl NO3BONAKT HACTPOUTbL T3rK ANs CObbITUN

“+[Nocne onpegeneHnii TaroB B HaCTPOMKax Tpurrepa — cobbiTUA Ha OCHOBE Hero byayT
rnomMeyeHbl 3STUMK T3ramu.

-‘V\-Bapl/IaHTbl NCroJib30BaHWA:
 Pa3genaTte NnpobnemMbl Ha OCHOBE OAHOMO /10Ta U 3aKPbIBaThb VX MO OTAENLHOCTU.
« [lpolie onpeaennTb NPUHAANEXHOCTL COOLITUA K TOMY UAW APYroMYy CEPBUCY/MPUNOXEHNIO U T.A.

« [lononHUTeNbHbIE BO3MOXHOCTY N0 PUALTPALUK, Kak A/1A oTobpaXKkeHUs, Tak U NpU HACTPoiike
OMoBeLLeHWNN.

» [nobanbHasa koppenauus cobbiTUA.

OKeventcioses  All problems JEGURGIEL TR ST RVETNTR) sl

* Tag for matching Service

Tags

Service MySQL Remove
DC Los Angeles DC1 Remove
Co6bbiTne OK 3dKPbIBAET: Adc

+Bce npobnemMsbl - Bce Npobnembl Ha OCHOBE 3TOro Tpurrepa.

“Bce npo6neMb|, eC/in 3Ha4YeHWA Taroe CoBriaaloT - BCe ﬂpOGﬂGMbI Ha OCHOBE 3TOlro
Tpurrepa, eczin y atux ﬂpO6ﬂ€M coBMNaaaroT 1Tarn.



Tpuezepol — 00HoBAeHuUe, nodmBepkdeHue, 3akpblmue BpyuHyro

YT06bI MOATBEPAUTL MPO6AEMY (CHATL NOATBEPXAEHWE), HaxXMuTe Ha /la / HeT B
KONOHKe «MoATBEPXAEHNE.

Tima Savorty Recovory smo  Status o Host Froblem Duration  Ack
145126 - Training-VM-XX 1 CPU Load is very high on Training-VM-XX i35 LNn Ha>xmute ytobbl 06HOBUTH
npobnem
[l P NoAaTBEPXAEHNW np06n6Mbl MOXXHO.
LOCTaB“Tb COOGU.IQH mne: Message Working on it! ]

History  Time Uses User action Message

SCope o Only selected probiem
Selected and all other problems of refated triggers | even!

VI3MEHUTb BaXKHOCTD: Changoseverty v  Notciassfied  Informaton  Waming  Average  Hion | |
MoaTBEepAnTD!: Acknowledge v

 3akpbiTb npobnemy: Close peoblem [

+~PyyHoe 3aKkpbiTe NpobsemMbl BO3MOXHO NMPpu COOTBETCTBYHOLLIEW HacTpouke Tpurrepa:
» [MonesHo, ecnu ucnonbayetca «HeT» ans reHepauum OK cobbiTus.
 Ecnu npobnema He pelueHa, Zabbix co3gact HoByto npobnemy.



[Mpakmudeckoe 3adaHue

BbinonHUTb nabopaTopHble paboTbi:
Ne10 — Tpurrepbl
Nell — OnpepeneHue npobnem



YuedHolll ueHmp AliTu Kaayo

Makpoceol

cobpeMeHHble MmexHOAOUU NPOCIMBIM F3bIKOM




BempoeHHble Makpocbl

ECTb BCTpPOEHHble MaKpOChl:
CuHTtakeuc: {MACRO.NAME}
MaKpoc 3ameHseTca KOHKPETHbIM 3HAaYEeHNUEM B 3aBMCUMOCTU OT KOHTEKCTA.
Pa3Hble 06n1acTU MCNONb30BAHUA:
* Y351bl ceTu u wabnoHbl: {HOST.NAME}, {HOST.CONN}
e Tpurrepsbi: {ITEM.VALUE}, {ITEM.LASTVALUE}
e Tary
e OnoBeweHua: {EVENT.DATE}
e Beb MOHUTOPUHT
e AT.A.
MaKpocCbl 3KOHOMAT Bpems U NO3BONAOT caenaTtb KoHpurypauuto Zabbix npo3pauHee.

[MTONHbIN CNUCOK noaaepxrrxnBaembiX MaKPOCOB eCTb B AOKYMEHTALUN.



Hacmpolika noabsobamenvckux makpocob

[lonb30BaTENIbCKME MAKPOCHI:
[MepemeHHbie ansa 6bonblien rMbKOCTU HACTPOEK.
CuHTakcuc (A-Z 0-9 _ .): {SMACRO.NAME}
[1Ba BapmaHTa:
e «TeKcT» — oTObpaXKaTb AaHHbIE KaK ecTb (N0 yMO4YaHUIo).
e «CKpPbITbIN TEKCT» — CKPbITb 3HAYEHUE.
Tpn ypoOBHA:
e [N06aNbHbIN
e llIabnoH
® Y3en cetu
Ecnn makpoc He onpeaesieH Ha YPOBHE y3/1a CeTHU:

e byaeT NCNonb30BaTbCA 3HAaYEHNE MAKpPOCa YPOBHA
Lab/IOHOB C yY4ETOM BNIOYKEHHOCTU

e Ecnu 3HaYeHuMe Bce elle He HanaeHo — byaeT
Mcnonb3oBaTbes «[NobanbHble MaKpPOChI», €C/IM TaM eCTb

COOTBETCTBYHOLLUMN

rnoGanbHbLIA MaKpoc
{SCPU.LOAD}=5

Makpoc wabnoHa

{SCPU.LOAD}=10

Makpocy3naceTm
{SCPU.LOAD}=1




Hacmpolika noabsobamenvckux makpocob

*‘IrnobanbHble maKpocbl: AAMUHUCTPUpPOBaHMe > MaKpocbl

Macros -~



byYHKUUOHAA noAb3oBamenbckux MakpocoB

OpauH WwabnoH — pasHblie napameTpbl:

Pa3sHble napameTpbl KAlo4Ya 3/1eMeHTa AaHHbIX

e net.tcp.service[ssh,{SSSH.PORT}]

Pa3sHble noporosbie 3HaYEeHUA B BbipaXXeHUn TPUIrepos

e {server:system.cpu.load.last()} > {SMAX.CPU.LOAD}

e {server:system.cpu.load[,avg1].min({SCPU.LOAD. PERIOD})}>{SMAX.CPU.LOAD}

Pa3Hble yyeTHble AaHHbIle e e
pochbl
e ssh.run[remote.command] {$SNMP.COMMUNITY}=public
e {SSSH.USERNAME} [ Makpocsi wabnowa
e {$SSH.PASSWORD} {$MAX.CPU.LOAD}=5

' Makpocbl Host1

& Makpocbl Host2

{$SNMP.COMMUNITY}=private {$SNMP.COMMUNITY}=public

{SMAX.CPU.LOAD}=5 {$MAX.CPU.LOAD}=10




Hacaedobarue makpocob

HacnegoBaHMe MaKpPOCOB MOXHO NpocneaAnTb U USMEeHUTb 3HaYeHne B HaCTpOVIKaX LLabNOHOB U Y3/10B CETU:

HaxxmunTe
[M3meHWTE]

Hicess Temolkyies PMI rags Mocros Irrsesrrior Ermcryptian
% \7 LLla6noHbl \ rﬂﬂﬁaﬂbelE\

[E1 . GLOBAL MACRIO] 443 T+ Changa o 4T

Exampie of Glabal user macro
[51.GLOBAL MaACRD. MASKED] o Shangs e T
Example of masked Global user macra
[52 TEMPLATE MACRO] 2080 I" ~ | Femove &= |[Exsmple Template - Mocnos: =80°
Exampla of Tamplata macra (owarida)
[$2 TEMPLATE MACROZ} 22 |~ Change =|Exsmpke Template - Macnos: =227

S5H connection delaull port

[&3. HOSTLSER MACRO} 1024 I’ ~ | Ramir

Y3en

cCeTH Example of Host mac \ \
[E=3. HOET LISER MALRD BMSSEELL B i

Example of masked Host macro

[lonb3oBaTeNnAM He BUAHbI rnobanbHble 3HAYEHUA MaKpPOCOB Ha YPOBHE Yy3/1a / WwabnoHa.



[Mpakmudeckoe 3adaHue

BbinonHUTb nabopaTopHble paboTbi:
Nel2 — MNMpoasuHyTOoE onpeaeneHmne npobaem n makpocol
Nel13 — LLlabnoHbl



YuedHolll ueHmp AliTu Kaayo

O0Hapy>keHue

cobpeMeHHble MmexHOAOUU NPOCIMBIM F3bIKOM




SNMP

Simple Network Management Protocol (SNMP) - ctTaHAapTHbIM MHTEPHET-NPOTOKOA A5 YNPaBAEeHMNA YCTPOMCTBaMM
B IP-ceTax.

MIB — 370 nepapxmyeckasa 6asa AaHHbIX CO cBegeHnAMM 06 YyCTPOMCTBE.

OID — npeHTudukatop obbvekta B MIB.



Uepapxua MIB

Is0(1) org(3)

7\ /N
dod(E)
internat(1)
directory(1) mngl[E} experimental(3) private(4)
mib-2(1) enterprises(1)
RN i
application(27) rdbensMIB{39)



CxeMa PDU

Bepcua SNMP

Crpoka
coobllecTBa

Twun PDU

ID sanpoca

Crartyc owmbkm

NHoekc owmbkm

CeA3adHbIie
nepeMeHHbIe

viiv2iv3

Public, Private

Get, GetNext, Response, Set, Trap,

GetBulk,
Inform

NoeHTudukaTop 3anpoca

0,1,2,3,4,5

0,1

OaHa Unu HecKonbKo NnepeMeHHbIX
B
3dalipoce



Hacmpouka MoHumopuHza no SNMP

Y3en cetn 4nAa MOHUTOPUHTA

Host  Templates IPMI Tags  Macros  Inventory  Encryption

* Host name | SNMP device host

Visible name

g I Discoverad hosts X

Interfaces Type IP address

Agent | 127.0.0.1

SNMP | 127.0.0.1
* SNMP version | SNMPvZ v
* SNMP community | {$SNMP_COMMUNITY?}
Max repetition count © 110

+| Use combined requests

Value mapping

DMS name

D/IeMeHT AaHHbIX ANnA MOHUTOPUHTA

ltem  Tags  Preprocessing

" Name

Type

* Key

Type of information
* Host interface

“ SNMP 0ID €
Units

* Update interval

Interface wip3s0: Bits received
SNMP agent w
netif.in[ifHCInOctets. 3]
Numeric (unsigned) w
127.0.0.1:161
get[1.3.6.1.2.1.31.1.1.1.6.3]
bps

am



Hacmpoiika MoHumopuHaza no SNMP

Y3HaTb OID anemeHTa AaHHbIX MOXHO:
. N3 AoKymeHTaummn
. Ncnonb3ya komaHabl SNMP

[Monyuntb cnmcok OID:

snmpwalk -v 2c -c public <IP xocta>

Mpumep pe3ynbrata BbINOJHEHMA KOMAHAbI:
IF-MIB::ifHCInOctets.3 = Counter64: 3409739121

. NpeHTnPunkatop obbvekrta: IF-MIB::ifHCInOctets.3
. 3HaveHue obbekTa: 3409739121

[Monyuntb OID B yncnosom Bnge:

snmpget -v 2¢ -c public -On <IP xocta> IF-MIB::ifHCInOctets.3
[Mpumep pe3ynbTaTa BbIMOJIHEHNA KOMAHADbI:
.1.3.6.1.2.1.31.1.1.1.6.3 = Counter64: 3472126941

. NWaeHTnoukatop OID: 1.3.6.1.2.1.31.1.1.1.6.3

. 3HayeHune obbeKTa: 3409739121



CemeBoe o0Hapy>ceHue

ObHapykeHune ceTeBblX YCTPOMUCTB B Zabbix ba3snpyetca Ha ocHoBe cneayowen MHPopmMmaLUn:

* NnanasoHbobl IP

e 10CTYNHOCTb BHewHMx cepsucos (FTP, SSH, WEB, POP3, IMAP, TCP u T.4.)

* MTHPOpPMaUMA, NonyyeHHasn oT Zabbix areHTa (noaaep*KmMBaeTca TONbKO pexkmum be3 wndpoBaHmA)
* tHGopmauua, nonydyeHHaa ot SNMP areHTa

O6HapyxeHune HE npepocrtasnsert:

* 0OHapyKeHne TONON0rUKn CeTH

CeTeBoe 0bHapyeHue, No cyTn, COCTOUT U3 ABYX 3TanoBs: obHapy»KeHue n AencTeums.



AelticmBus o0HapyKeHus

 OTNpaBKa ONoBeLLEHUN

» lo6baBneHne/ynaneHue y3nos ceTu

* AKTMBaUMA/neakTMBaLMA Y3/10B CETU

e [lobaBneHune y3nos ceTu B rpynny

* YnaneHue y3/i0B CeTU U3 rpynnol

* [MpucoeanHeHne/oTcoeanHeHue y3nos cetu K/oT wabsioHa
* BbinosiHEHME yAQ/IEHHbIX CKPUMTOB



Hacmpotlika cemeBozo o0HapykeHus

* HacTponKa npaBua ceTeBoro obHapyXeHus * HacTponKka AencTBUN CETEBOro ObHapyKeHusn
BbINnosiHAETCcA B pa3aene «COH0p AaHHbIX» - BbINONHAETCA B pa3aene «OnoseweHnA» -
«OBbHapykeHune» «Jenctsmna» - «lencrtesma obHapyXeHna»

v || CHop gaHHbIX

Mpynnel wabnoHos » OnoseLleHus

Fpynnkl y3noB ceti NeAcTeun [lencTena Tpurrepos

LLIabnoHbl [encTeua ycnyr

Cnocobbl onoseLLeHni
Y3nbi CeTH o AencTeun oOHapyXeHnA
A y

OBCnyxMBaHMe [encTBuA asTOperucTpaumi

i Monb3oBarenu BHYTpeHHHe AenCTBUA
Koppenauua cobuitui

ODHapyxeHue




Abmopeaucmpayus akmubHolx azeHimob

ABTOpPErncTpaLmusa akTUBHbIX areHTOB — 3TO MEXaHW3M, NPu KoTopom Zabbix areHTbl B aKTUBHOM
peXXMME CaMOCTOATE/IbHO PErncTpupytoTcsa Ha Zabbix cepsepe 6e3 pyyHoro 4obaBneHMA XOCTOB.

ABTOpPErncTpaLusa akTUBHOIO areHTa TakKe NoaaepXUBaeT MOHUTOPUHT A0OaBAEHHbIX Y3/10B CETU C MAaCCUBHbIMMU
npoBepKamu. Koraa akTUBHbIM areHT 3anpallnBaeT NPOBEPKU, NPU YCJOBUN, YTO NapamMeTPbl KOHPUTrypaumm
«ListenIP» nnun «ListenPort» onpeaeneHHbl B danne KOHGUrypaumm, oHM OTNPABAAIOTCA Ha cepsep.



Hacmpotika aBmopezucmpayuu akmubHolx azeHimo8

Ybenutecb, 4To Yy Bac B panie KoHdUrypaumm Ha areHte — zabbix_agentd.conf — yka3aH Zabbix cepsep.
Hanpumep:

ServerActive=10.0.0.1

Ecnun Bbl He yKa3anun napameTtp Hostname B zabbix_agentd.conf, To B KauectBe umeHu y3na cetmn byaet
MCNONb30BATbLCA CUCTEMHOE UMA Y3713 CETU, HA KOTOPOM HAXOAMTCA areHT.

[Mepe3anycTuTte areHTa nocnae ftbbiXx U3SMEHEHUN, caenaHHbIX B danne KoHUrypaumm.

B Beb6-nHTEpdence Zabbix nepenaute K OnoseweHusa - fleticmasus Bolbepute Jlelicmsusa asmopeaucmpayuu v
Haxkmute Co30ame delicmsue:

* Ha BKnagKe «/lemcrtsme» AamTe Ha3BaHWe Ballemy AeMNCTBUIO.

* [10 KenaHuo YKaxKunTe ycnosus. B ycnoBumax Bbl MoXKeTe BbINOJHUTbL CONOCTAaBAEHME NOACTPOKU NN
PEryisipHOro Bbipa*kKeHma AN8 UMEHU y31a ceTu/meTagaHHbIX Y313 CeTu.

* Ha BKnagkKke «Onepaunmn» obaBbTe COOTBETCTBYIOLME ONEPALMM, TaKMe Kak «[1o0baBuUTb y3en cetny,
«[JobaBuTb B rpynny y3s0B cetn», «[pncoeanHUTb WabnoH» N T. 4.



Ncnoab3oBaHue memadarHbix y3aa oAa aBmopeaucmpayuu

Koraa areHT oTnpaB/aAeT 3anpoc Ha aBTOPErmMcTpaLmio Ha cepBep, OH oTnpasasieT cBoe umsa xocta (hostname). B
HEKOTOpPbIX cny4daax (Hanpumep, obaayHbie y3nbl Amazon) MMEHU XOCTa HeJoCTaToOYHO, YTobbl cepBep Zabbix
pa3nn4van obHapyKeHHble y3/bl ceTn. [InAa oTnpaBKkM Apyrom MHPOpMaLMKM OT areHTa Ha cepBep MOryT ObITb
NONONHUTENbHO UCMO/Ib30BaHbl METaZlaHHbIE Y313 CETU.

MeTaaaHHble y31a HacTpamBsatoTca B panne KoHpurypaumm areHta — zabbix_agentd.conf. CywecTtsyeT 2 cnocoba
VYKa3aTb MeTaZlaHHble y3/1a ceTn B panne KoHdUrypauuu:

HostMetadata
HostMetadataltem



HuskoypoBreBoe odHapyxeHue (LLD)

HuskoypoBHeBoe obHapyxeHue (aHrn. Low-level discovery, LLD) AaéT BO3MOXKHOCTb aBTOMAaTUYECKOro CO34aHuA
31eMEHTOB AaHHbIX, TOUITEPOB U rPaPUKOB ANA Pa3/INYHbIX OOBEKTOB Ha KOMMNbIOTEpPE.

[MpaBnio 06HApYXKEHMNA COCTOUT U3 ABYX YAaCTEN — 3/IeMEHTA AAHHbIX U NPOTOTUMOB.

INeMeHT AaHHbIX — 0ObIYHbIN 31eMEHT AaHHbIX, HO 3HAYeHMA npeacTassieHbl B dopmate JSON. Mo cytr
BO3BpallaeMble 3Ha4YeHUA NpeacTaBaAeHbl B BUAE Nap — MAaKpPOC — 3Ha4YeHuUe.

3TU MAKPOCbI 3aTEM MCMNOb3YIOTCA B UMEHAX, K/J0YaX U APYrMx NoAAX NPOTOTUMOB, rAe OHU 3aMeHAOTCA Ha
NoJly4eHHble 3HaYeHUA ANA CO34aHUA peasibHbIX 3/IEMEHTOB AaHHbIX, TPUTTEPOB, TPAaPUKOB M AarKe Y3/10B CETU ANA
Ka*Kgoro obHapy»XeHHoro obbekra.

Koraa cepBep No/syyaeT 3Ha4YeHue anemeHTa AaHHbIX OOHapy*KeHnA, OH CMOTPUT Ha Napbl MAaKPOC —> 3HaYEeHUE U
ANA Ka)XaoW napbl cO30aET peasibHble 3N1eMeHTbl AaHHbIX, TPUITEPbI U TPadUKU, OCHOBAHHbIE HA UX MPOTOTUNAX.



Hacmpouka LLD

* HactpouKa LLD BbinonHseTca B pa3aene «Co6op AaHHbIX» - «LLlabnoHbI», u ganee HeobxoaAMMO NepenTn B
«ObHapy*KeHue» Ana wabnoHa.

COop AaHHbIX MR a

Mpynne! wabnokos Template Windows Yani INeMeHTbI Tpurrepsi Mpathukn 5 Maxenw o
I OaHHbIX
[pynnkl y3n0B CeTH
' Windows by SNMP Y3Nnbl CETH  SNEeMeHTbl Tpurrepe [pad Mauen OBHapy» Beb Zabbix 7.0-0
LabnoHel —
r‘.:
\fm ~ET L ) _ i _ - ~ - . -
FABLEET Windows by Zabbix agent Y3nol CeT! SNeMeHTbI Tpurrepel [patdrKH MNaxenwu OOHapyXeHw Beb Zabbix 7.0-0
B M NAHHbIX
O0cnyxuBaHue
Windows by Zabbix agent Y3Nol CETM  SNeMeHTbI Tpurrepbi pachmkn 5 NMaxenu 3 OOHapyxenuwe 4 Beb Zabbix 7.0-0

Koppensums cobuimnia

ObHapyxetue




Hacmpoika LLD

El Wabnos MA & IANEeMEeHTb! AaHHbIX Tpurrepsi Mpadmkm Y3nsl cetn
EI Template Monted filesystem discovery MpoTOTUNLI 3N1EMEHTOR MpoTtoTunbl MpotoTune MpoTtoTunbl
Windows AaHHbIX 3 TpUrrepos 1 rpagukos 1 Y3110B CETH
|:| Template Windows by Zabbix agent: Get filesystems: Mounted MpoToTUNbI 3N1eMEeHTOB MpoTtoTtunel MpoToTuns MpoToTunel
Windows filesystem discovery flaHHbIX 5 TpUrrepos 2 rpacukos 2 Y3N0B Cetu
|:i Template Windows by Zabbix agent: Windows: Network MpoToTUNGI 3NEeMEeHTOB MpoToTunel MpoToTuns MpoToTunel
Windows interfaces WMI get: Network interfaces discovery AaHHbIX 9 TpUrrepos 4 rpaukos 1 Y3N0B CEeTH
I:l Template Windows by Zabbix agent: Physical disks discovery MpoToTunkl 3NeMeHToB MpotoTunel MpoToTuns MpoToTunel
Windows [AaHHbIX 8 Tpurrepos 3 rpacukos 4 Y3N0B Cetv
I:l Template Windows by Zabbix agent: Windows services MpoToTUnkl 3NeMeHToB MpoToTunel MpotoTune MpoTtoTunel
Windows discovery AaHHbIX 1 TpUIrepos 1 rpatukos Y3Nn0B CetH

Knioy

vis.fs.discovery

vfs.fs.dependent.discove
ry

net.if.discovery

perf_instance_en.discov
ery[PhysicalDisk]

service.discovery

WHTepean Tun

im

1h

Zabbix areHT

3aBUCUMBIN INEeMEHT
[AaHHbIX

3aBUCHMbBIN 3N1eMEeHT
[aHHbIX

Zabbix areHrt

Zabbix areHT

Cocroaxue

AKTHBMPOBAHO

AKTHBMPOBAHO

AXTHBMPOBAHO

AKTUBMPOBAHO

AKTUBMPOBAHO



[Mpakmudeckoe 3adaHue

BbinonHUTb nabopaTopHble paboTbi:
Nel14 — SNMP npoBepKu n obHapyxKeHue

Nol5 — ABTOopermcrpauma akTUBHbIX areHToB



YuedHolll ueHmp AliTu Kaayo

Bed -MoHUmMopuHe

cobpeMeHHble MmexHOAOUU NPOCIMBIM F3bIKOM




Bed -MoHUmMOpuUHe

KaxkabiM BeO-cLeHapuem cobunpaeTcs crneaytowias HdopmaLuns:

* CpeaHsa CKOPOCTb 3arpy3kum B CEKYHAOY ON1A BCEX Llaros Ans BCero cueHapuga
* HOMEpP Luara, KOTOpPbIN 3aBEPLUUIICS C OLLMOKOW
 nocneaHee coodbLweHne odb owndke

Ha kaxgom ware Beb-cLeHapusa cobupaetca crneayowas nHgdpopmauus:
* CKOPOCTb 3arpy3ku B CEKYHOY

* BpeMs OTBETA
e KOO oTBeTa



Hacmpolika 6ed-moHumopuHaa

lllar Beb-cueHapun

* Mma
*URL

Mona sanpoca

Tun Post

Post nona

MepemeHHbIE

3aronoeku

CnefoeaTe NEPEHSNPSE NEHWAM
Pesm nonyyeHMa
* Bpema oxmaaHMA
Tpebyemas cTpoka

Tpefyemble KOAbI COCTOAHMA

Mepeaa cTpaHWua

hitps: {HOST CONN ¥index php

Mma

Ha3BaHMe

Ao0aBHTL

lrnaa

H&3 B aHu e

AobasuTe

lma

Ha3BaHWe

AobasuTy

Mnaa

Ha3 BaHMe

Ao0asHTL

'

Jaronoekkn | TENo W 3aronoBkKwn
15s
Zabbix S14

200

=

=

=

=

JHaYeHue

JHAYEHWE

JHadYeHWe

IHAYEHWE

3HaYeHHe

IHaYEeH1e

JHaYeHue

3HAYEHWE

OBHOBMTE

AHanus



Mpocmomp pesyrbmamoB padomel Bed-cueHapus

Details of web scenario: Frontend check 23]

Step Speed Response time Response code Status

First page 31.18 KBps 64.81ms 200 OK

Log in 44.64 KBps 258.36ms 200 OK

Log in Check 74.16 KBps 155.53ms 200 OK

Log out 19.03 KBps 106.17ms 200 OK

Log out check 42.13 KBps 47.96ms 200 OK

TOTAL 632.82ms OK

Zoom out © Last 30 minutes
From | now-30m Last 2 days Yesterday Today Last 5 minutes
To 'now Last 7 days Day before yesterday  Today so far Last 15 minutes
Last 30 days This day last week This week
Last 3 months  Previous week This week so far Last 1 hour
Last 6 months  Previous month This month Last 3 hours
Last 1 year Previous year This month so far  Last 6 hours
Last 2 years This year Last 12 hours
This year so far Last 1 day

Frontend check: Speed

256 KBps

192 KBps

128 KBps

G4 KBps

0Bps

01:3TPM
0L2EPM
0L:29PM
01:30PM
0L:31PM
01:32PM
0L3IPM
01:34PM
01:35PM
0L:36PM
01:3TPM
OL3EPM
01:33PM
01:40PM
0L:41PM
01:42 PM
0L4IPM
01:44 PM
01:45PM
0L:45PM
OLATPM
OLAEPM
01:45 PM
01:50PM
OL:5LPM
OL52PM
0L:53PM
01:54PM
01:55PM

10-0701:25PM
10-0701:55 PM,

last min avg max
[0 Download speed for step "First page” of scenario "Frontend check". [avg] 31.18KBps 27.11KBps 3185KBps 42.09 KBps
O Download speed for step “Log in" of scenario “Frontend check”. [avg] 4464 KBps 36.91KBps 4504 KBps 49.28 KBps
W Download speed for step "Log in Check” of scenario "Frontend check". [avg] T4.16KBps 61.54 KBps T3.79KBps 82.09 KBps

@ Download speed for step “Log out” of scenario "Frontend check”. [avg] 19.03 KBps 16.1 KBps  17.88 KBps  18.17 KBps
E Download speed for step "Log out check” of scenario "Frontend check”.  [avg] 4213 KBps  22.84 KBps 39.6 KBps 42.9 KBps

Frontend check: Response time

= = = = = = = = = = = = = = = = = = = = = = = = = = = = = = =

z & &4 & & & & & & & & & & & & & & & & & & & & & & & & & & & =&

w 5§ &% & 8 & § @ & 8 8% 5 8% 8 g F g g F 92 % v 2 3 ® @ @ & F 8B g

= £ & & & & 8 & & & & & =2 & =8 8 =& &2 8 &g &8 &2 & &g &8 &g =2 & 28 3 4

= 5
last min avg max

64.81ms 48ms 64ms T452ms
258.36ms  234.07ms 257.6ms  312.42ms

[0 Response time for step "First page” of scenario "Frontend check”. vg]
vE]
vg] 15553ms  140.52ms  156.88ms  187.44ms
vg]
ve]

[
[0 Response time for step "Log in" of scenario "Frontend check”. [
W Response time for step "Log in Check” of scenario "Frontend check". [
I Response time for step "Log out” of scenario "Frontend check”. [
[ Response time for step “Log out check” of scenario “Frontend check”.  [:

106.17ms  10541lms  113.29ms  125.47ms
47.96ms 47.1ms 52.24ms 88.45ms



[Mpakmudeckoe 3adaHue

BbinonHuTb nabopaTtopHyto paboty Ne16 — Beb-npoBepKu



YuedHolll ueHmp AliTu Kaayo

OnoBeweHug

cobpeMeHHble MmexHOAOUU NPOCIMBIM F3bIKOM




OnoBeweHus Ha codblmus

Y106bI HblN1a BO3MOXKHOCTb OTNPAB/IATb U NOAYYATb onoBeweHus oT Zabbix, Bbl AONKHbI:
* HACTPOUTb KaKkmne-Hnbyab cnocobbl onoseLleHUS
* HaCTPOUTb AENCTBUA, KOTOPbIE OTNPAaBAAIOT COODLLEHMNA MO OAHOMY U3 33/1aHHbIX CMOCOOOB ONOBELLLEHUS

[lencTBmnA COCTOAT U3 YCA0BUN M onepauuin. B obuiem cmbicne, Koraa ycaoBUA YA0BAETBOPAKOTCA, BbIMONHAKOTCA
onepauun.



Cnocodbl onoBeuteHu

Cnocobbl onoBeLLeHM ABNAIOTCA KaHaaMmM AO0CTaBKM NPM OTNPaBKe ONOBELLEHUW N NpeaynpexaeHnin ns Zabbix.

Cnocobbl onoBeLeHnn NogaepKMBALOT caeayolne MeToabl 40CTaBKM:

* Email

e SMS

* [lonb3oBaTenbCKMe CKPUNThbI
 BebxyK

TpeboBaHWA ANA AOCTAaBKU yBeaoOMIeHUN OT Zabbix KOHEYHbIM MO/Ib30BATENAM:

e Heobxoanmo onpenenntb onepaumio AencTBma, KOTOPasA OTCbI1IaeT ONOBELLEHMNS

 Heobxoamnmo onpenenuntb pabotarowmim cnocob onoseweHnn (Hanpumep, Email, KoTopbin oTCbINAET YBEAOMAEHUA
yepe3 SMTP)

* WNHPopmaumna o AOCTaBKe HA YPOBHE Nosb3oBaTens (Hanpumep, agpeca e-mail, Homepa TenedoHOB K T.N.) AONXKHA
6bITb 334aHa B ONOBELLEHMAX NO/Ib30BaTENEN



AelicmbBus

[lencTBMA MOXKHO 3aaaTb A/ COObITUI CO BCEX NOAAEPHKNBAEMbIX MCTOYHUKOB:

e JlencTtBmA Ha Tpurrepbl — Ha cobbITUA NPU U3MmeHeHUax coctoAaHua Tpurrepos ¢ OK Ha NMPOBJIEMA n obpaTHO

e JleMcTBMA HA YyCAYrM — Ha cobbITMA NPU nameHeHmnax coctoaHusa ycayrm ¢ OK Ha MPOBJIEMA n obpaTHO

e JlencTtBuA Ha 0BHapyKeHUsa — Ha cobbiTnA, Korga NPoM3BoOAUTCA ceTeBoe ObHapyKeHue

e JlenctBmA Ha aBTOPErnCTPaLMIO — Ha COObITUA aBTOMATUYECKOW PErMCTPALLUN HOBbIX aKTUBHbIX areHToB (Mn npu
M3MEHEHMAX B METaZaHHbIX Y3/1a CETU, KOTOPbIN yKe Obln 3aperncTpmpoBaH)

¢ BHVTpEHHI/Ie ,EI,EVICTBMFI — HaAd CO6bITI/IFI, KOrAa aziemMeHTbl AdHHbIX CTAHOBATCA HENOA4AepPKUBaeMbIMU UTU TPUTTEPDbI
nepexoaaTt 8 Hen3pectHoe COCToAHNe



YeroBus

Hencrtene

Nencteme  Onepayuu 2

* 1imA DnuﬂemEHuﬂ no npobneman yelHe v3N0B CeTH

TWn BeIMKUCNEHKWA | IAANIA v AandB

YCNoBMA  [Mognuce MmA

& Mpynna y2Noe CeTH pagHo Training/Senvers
= Mpofinema He No4aeneHa
HAobagute

AKTUEMPOBAHD |

* LomkHa cyWecTEOBaTE N0 KPpaHeN Mepe 04Ha OnNepauMa.

OBHOEWTE

NeRcTene

YNanuTb

KNOHWPOEATE | | YIanuTe

I ‘ OTMEHE |




Onepayuu

Onepauunn No Bcem COObITUAM:

 OTnpaBKa coobLLEHNI

 BbInonHeHWe yaanEHHbIX KOMaHA,

ns cobbiTn 06HAPYKEHUA N aBTOPErnMcTpaLum AOCTYMNHbI AONOAHUTENbHbIE Onepauun:
 JlobaBneHune y3na cetu

* YnaneHue ys3na cetu

* AKTMBaLMA y31a CeTu

 [leakTnBauuAa y3na cetu

 JlobaBneHue B rpynny y3nos CeTu

* YaoaneHue 13 rpynnbl y3/10B CETU

 JlobaBneHune Teros ypoBHS y3/1a CETU

* YananeHue Teros YPOBHA y3/1a CETU

* [lpncoegnHernmne wabnoHa

e OtcoeanHeHue WabnoHa

* YcTaHOBKa perKMMa MHBEHTAPHbIX AaHHbIX Y3/1aM CETU
[Mpn n3ameHeHua ctatyca npobiemoil:

* Onepauynn BOCCTAaHOBEHUA

 Onepaunn obHOBNEHUA



BoinoAHEeHUe YoareHHbIX KOMAHO
[0 ymonyaHuto yaanéHHble KOMaHAbl OTKAOYEHbI KaK y Zabbix areHTa, Tak n y Zabbix npokcn. Ux moxXHo
BKJIOYUTD:

e pobasus napameTp AllowKey=system.run[*] B KOHPUrypauuto areHTa;
* un3meHuB napameTtp EnableRemoteCommands Ha 3HayeHUe «1» B KOHPUTypaLmm NPOKCHK.



Ickarauuu u npebeHmubHolll MoHUMOpuUHe

C NpaKTUYeCKOM TOYKU 3peHUsa 3CKanaLmMm o3HayatoT, YTo:

* [lonb3oBaTenem MoXHO MHPOPMMPOBATbL O HOBbIX Mpobaemax He3amed/IUTENbHO

* OnoBelweHna MOryT NOBTOPATLCA A0 peleHna npobiemol

* OTnpaBKa OoNoBeLLEHNA MOXKET ObITb BbIMOJIHEHA € 334€PKKOM

* OnoBeLeHnA MOTyT 3CKaIMpoBaTbCA APYyron "6onee BbICOKOU' rpynne nosb30BaTenem

* YnaneHHble KOMaHAbl MOTYT ObITb BbINO/IHEHbI HE3AMEA/INTENBHO UK KOraa npobnema He byaeT pelleHa 3a
ANNTENbHbIN NEPUOL, BPEMEHMU



[Tpumep ackarauyuu Ne1

New action

Action  Operations 1

* Default operation step duration | 30m

Operations  Steps Details Start in Duration Action

1-5 Send message to user groups: MySQL Administrators via Emauil Immediately Default Edit Remove



[Tpumep ackarauyuu Ne2

New action

Action  Operations 1

* Default operation step duration | 10h

Operations  Steps  Details Start in Duration  Action

2 Send message to user groups: Managers via SMS 10:00:00  Default Edit Remove



[Tpumep ackarauuu N23

New action

Action  Operations 2

* Default operation step duration | 30m

Operations  steps Details Start in Duration Action
1-0 Send message to user groups: MySQL Administrators via Email Immediately Default Edit Remove
5 Send message to users: Database manager (JS) via all media 02:00:00 Default Edit Remove



Aemaru onepayuu 2

Operation details

Operation
Steps

Step duration

Send to user groups

Send to users

Send to media type
Custom message

Subject

Message

Conditions

Send message
5 -| 5 (0 - infinitely)
0 (0 - use action default)

* At least one user or user group must be selected.

type here to search | Select |

Database manager (JS) X | Select |

type here to search

All available e

Unacknowledged problem: {EVENT.NAME}

Problem started at {(EVENT.TIME} on {EVENT.DATE}
Problem name: {EVENT.NAME}

Host: {HOST.NAME}

Severity: {EVENT.SEVERITY}

Criginal problem ID: {EVENT.ID}
{TRIGGER.URL}
{ESC.HISTORY}

Labhel Mame Action
A Event is not acknowledged ﬁ_gmg}_rg
Add



[Tpumep ackarauyuu N24

New action

Action  Operations 5

* Default operation step duration | 30m

Operations  Steps Details Start in Duration Action
1-0 Send message to user groups: MySQL Administrators via Email Immediately Default Edit Remove
5 Send message to users: Database manager (JS) via all media 02:00:00 Default  Edit Remove
6 Run script "Restart MySQL" on current host 02:30:00 Default  Edit Remove
7 Send message to user groups: Guests via all media 03:00:00 Default  Edit Remove
9 Run script "Restart server” on current host 04:00:00 Default Edit Remove



[Tpumep ackarauuu NES

New action

Action  Operations 4

* Default operation step duration | 30m

Operations  Steps Details Start in Duration Action
1-4 Send message to user groups: MySQL Administrators via Email Immediately Default Edit Remove
5-6 Send message to users: Database manager (JS) via all media 02:00:00 1h Edit Remove
5-7 Send message to user groups: Zabbix administrators via Email 02:00:00 10m Edit Remove
11 Send message to user groups: Guesis via Email 04:00:00 Default Edit Remove



OdcryxubBaHue

New maintenance period

* Name
Maintenance type
* Active since

¥ Active till

* Periods

Host groups

Hosts

Tags

Description

DB regular maintenance

With data collection Mo data collection

2021-01-01 00:00

2031-01-01 00:00

Period type Schedule

Monthly At 18:00 on day 1 of every January, February, March, April, May,
June, July, August, September, October, November, December

Period Action

Edit Remove

Databases X

=

. Select |
* At least one host group or host must be selected.
Contains g=b[IElS Remove

Monthly DE maintenance.

K (-




OdcayxuBaHue ysra cemu

Lack of free swap space  2015-08-11 3m 3d

..................................... EHEEDDIIEEWEF 232925 lﬂh
Weekly maintenance [Maintenance with data collection]
We break and fix things at this time.



ModaBreHue npodrem

SUPPFEEEEU 1305 0 e
Maintenance: Weekly maintenance gen restarted



OmerexuBarue deticmBult

Hpema llonezoeaTens/l lonydaTtents

Bbl MoOXKeTe YBNAOETb COCTOAHUE OTMNPABNEHHDbIX

COO6LLI,€HMI7I B MOHMTOpl/IHI' > npO6I’I€MbI. 05.11.2025 07:16:40 Admin (ZabbixAdministrator)

05.11.2025 07:16:40 Admin (Zabbix Administrator)
B OTtuétbl - KypHan AeUCTBUIN Bbl YBNAUTE 05.11.2025 07:16:40 Admin (ZabbixAdministraton)
noapobHyo MHPopmaumnto 060 Bcex AENCTBUSAX, 05 11 2026 07-16:40

npeanpPUHATLIX ANA Tex cObbITUM, KOTOPble UMEOT
Kakoe-nnbo HacTpoeHHoe AeNCTBME.

05.11.2025 OnoeeweHne e telegram Telegram Admin (Zabbix Tena:
07:16:40 Administraton) Problem: Mpofinemel ¢ BeG-cepeepom Ha cepeepe Debian
-1003248682874
CooDweHue:

Problem started at 10:16:40 on 2025.11.05

Problern name: MNpofinemel ¢ Bed-cepeepom Ha cepeepe Debian
Host Debian

Severity: High

Operational data: Web performance 0s

original problem 1D: 46526

..”.lllzll'__: He I '|'||'|__l|;-_lq|;,|'.. aln
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[Mpakmudeckoe 3adaHue

BbinonHuTb nabopatopHyto paboty Nel7 — lencreus



YuedHolll ueHmp AliTu Kaayo

AonoArHumeAbHole Bo3MoxkHocmu Zabbix

cobpeMeHHble MmexHOAOUU NPOCIMBIM F3bIKOM




Zabbix API

- ?3 HostEvents - 17 © B & € ZoomoOut » OlLlastihour &

p: Database servers~ h database01~ ¥ Events «+

Host triggers
ost Issue ange Age
GELELER Processor load is too high on database01 14 Apr 2016 21:01:12 a few seconds
database01 Zabbix agent on database01 is unreachable for 5 minutes 30 Jan 2016 21:01:11 2 months
database01 Disk I/O is overloaded on database01 08 Jan 2016 14:58:47 3 months
database01 Version of zabbix_agent({d) was changed on database01 01 Jan 1970 03:00:00 46 years

database01 Host name of zabbix_agentd was changed on database01 01 Jan 1970 03:00:00 46 years

CPU time Network traffic

50 MBps

0 Bps

-50 MBps

-100 MEps

+ ADD ROW




Mpumep noayyeHus cnucka xocmob ¢ nomowpro Zabbix API

#!/usr/bin/env python3
import requests
import Json

URL = "http://pam-zabbix-cepreep/zabbix/api jsonrpc.php"
USER = "Admin"
PASS = "zabbix"
login = requests.post (URL, json=({
"Jsonrpc": "2.0",
"method": "user.login",
"params": {"user": USER, "password": PASS},
"id": 1
}) .Json ()

if "error" 1in login:
print ("Oumbka:", login["error"])
exit ()
token = login["result"]
print ("ABTOpM3auM4a ycrnemHa")
hosts = requests.post (URL, json={
"Jsonrpc": "2.0",
"method": "host.get",
"params": {
"output": ["host"],
"limit": 5
}I

"auth": token,

"id": 2
}) .Json ()
print (f"\nHannoexno xoctoB: {len(hosts|['result'])}")

(
for i1, host in enumerate (hosts["result"], 1):
print (f"{i}. {host['host']}")



Zabbix Proxy

ZABBIX
Firewall PROXY

LZABBIX
SERVER

Remote location is monitored by single ZABBIX Proxy



Scripts

Name a
Detect operating system

MyScripts/Check disk space

MyScripts/Check disk space no sleep

MyScripts/Check disk space 5

Ping

Traceroute

Ckpunmeol

Type
Script

Script

Script

Script

Script

Script

Execute on

Sernver

Agent

Agent

Server

Senver

Senver

Commands
sudo /usrbin/nmap -0 {HOST.CONN}

sleep 5
df-h

df -h

sleep 11
df-h

fbin/ping -c 3 {HOST.CONN}

fusr/binfraceroute {HOST.CONN}

User group
Zabbix administrators

All

All

All

All

All

Host group Host access
All Read
All Read
All Read
All Read
All Read
All Read

Displaying 6 of 6 found



[Mpakmudeckoe 3adaHue

JlonoNHUTEeNbHO:

BbINONHUTD:
NlabopaTtopHas pabota Ne18 — MhobanbHbie CKPUNTLI
JTabopaTtopHaa pabota N219 — YcTaHOBKa 1 HAacTpomnKa Zabbix proxy



Cnacudo, umo Boldparu odyveHue B YL AuTu Kaayo!

XKeraem yenewHo npumMeHumb noAyveHHole 3HaAHUS
Ha npakmuke!

N Oydem Xdamb HoBbix
Bemped!

Cbazambcs ¢ npenodabamerem pgruzdev@itcloud -edu.ru

Haw caum
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